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Inspire the next generation of smart connected devices,
wearables, network infrastructure and IoT systems
for the secured and connected world

Connecting real and digital worlds
What to expect from
Infineon at MWC 2018
Special Issue

Inspiring
mobile business
Infineon connects the real world with
the digital world – securely and quickly
With a proven track record in IoT innovation, we continue to seamlessly and
securely connect people with “things” in the real and digital worlds. Many IoT
trends such as smart devices and wearables, electromobility and connected cars,
smart factories and homes, energy intelligence and ICT infrastructure for mobile
communications are being driven by technologies that we develop.
Today, we are already inspiring the next generation of smart environments – capable
of understanding and responding to human communication. Our semiconductors
are at the very heart of machine-to-machine (M2M), human-machine interface (HMI),
mobile, and wireless-infrastructure technologies. Our sensors, mmWave solutions,
actuators, microcontrollers, security solutions and smart power ICs are enabling the
continued evolution of smart devices, wearables, network infrastructure and IoT
systems for fast, converged and secured connectivity.
Smart and mobile devices are at the center of today’s busy lifestyle. At our side day
and night, they act as mobile offices, payment devices, navigation assistants, health
trackers, and entertainment centers.
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As the technology between humans and machines gradually disappears, these
devices need even more advanced intelligence, enriched with voice assistance
capabilities and the latest sensor fusion innovations, not to mention robust security
technologies to protect personal data. Sensors and microphones from Infineon are
already delivering this intelligent functionality and inspiring the next step in mobile
connectivity.
Simply smart. Always secured.
In an increasingly connected world, securing mobile communication and interaction
between humans, electronic devices and infrastructure has become a number one
priority. Our mission is to meet evolving security needs without compromising
on convenience or speed. As the leading provider of security technologies for a
connected world, we offer ready-to-use, smart security solutions tailored to the
demands of different applications and use cases. We inspire trust in the digital world,
making everything from smart cards and passports to computers, cars and Industry
4.0 machines more secure and reliable. Companies and consumers around the world
rely on us to protect their data and credentials against theft and misuse. In addition,
security functionality can give manufacturers and service providers a competitive
differentiator, protecting their business models and paving the way for new,
value-add services.
3

FEB - 2018

Content

Special Issue

E

R

O

P

Time to debottleneck
your audio chain

12

The next level of
human machine
interaction

16

Securing the smart
and connected home

26

Build
smart systems

E

5G and Secure
Connectivity

Smart home

6

16

U

28
34

Spotlight on 5G –
A technical discussion with
Uwe Rüddenklau
Secure eSIM technology –
taking flexibility and
customer convenience
to a new level

40

Keep the bad guys out and
strengthen your network
with hardware security

42

Securing network
equipment is key to
supporting IoT infrastructure

44

Hardware-based security
for mobile devices

46

Choose the best-fit security
for your IoT device

48

Imprint

Securing the smart
and connected home

46
4

FEB - 2018

OPTIGA™ Trust X

Combining excellent performance and
ease-of-use with a cost-effective
package solution
CoolMOS™ P7 in SOT-223 package
Infineon introduces a SOT-223 package for high-voltage and high-ohmic CoolMOS™ P7 superjunction MOSFETs. This
package choice combines all the benefits of the very latest CoolMOS™ Superjunction MOSFET technology with the cost and
size advantages of using a SOT-223 package. The result is a cost-effective space saving device choice which offers an
outstanding performance.
Available in 600 V, 700 V and 800 V voltage classes, the new CoolMOS™ P7 in SOT-223 directly addresses the need for cost
reduction in price sensitive applications. It maintains similar thermal performance and one-to-one footprint compatibility
with the long established DPAK packages. The CoolMOS™ P7 in SOT-223 is a perfect fit for low power SMPS applications
such as charger for smartphone, laptop adapters, TV power supply, and lighting.
Key features
› Best-fit superjunction technology in terms of eff iciency,
thermals, and ease-of-use
› Increased switching frequencies support
› Integrated Zener diode
› Adherence to common EMI criteria
› Drop-in replacement for DPAK
› Space savings in designs with low power dissipation
› Comparable thermal performance to DPAK
For further information please visit our websites:
www.infineon.com/sot-223
www.infineon.com/p7

Key Benefits
› Lower MOSFET chip temperature
› Higher eff iciency compared to previous technologies
› Improved form factors enabling slim designs
› High ESD ruggedness
› Attractive price positions for high performance devices
› Direct DPAK replacement in existing PCB designs

Smart home

Time to debottleneck
your audio chain
The popularity of voice user interfaces and the usage of audio recording to share
information and experiences are increasing dramatically. However, the performance of
microphones often limits the potential of today’s cutting-edge devices. Not anymore!
With its recently launched XENSIV™ MEMS microphone IM69D130 Infineon introduces
a new performance class for digital MEMS microphones that overcomes existing audio
chain limitations. IM69D130 is designed for applications where low self-noise (high
SNR), wide dynamic range, low distortions and a high acoustic overload point are
required.
6
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Infineon’s new
XENSIV™ MEMS
microphones –
a new premium
segment for
microphones

Infineon's dual backplate MEMS technology
is based on a miniaturized symmetrical microphone design, similar to what is utilized in
studio condenser microphones, providing in
high linearity of the output signal within a dynamic range of 105 dB.
The microphone noise floor is at 25 dB[A]
(69 dB[A] SNR) and distortion does not
7
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exceed 1 percent even at 128 dB SPL (AOP
130 dB SPL).
The flat frequency response (28 Hz low-frequency roll-off) and tight manufacturing tolerance result in close phase matching of the
microphones, which is important for multimicrophone (array) applications.
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High
quality
audio
capturing
The goal of audio and video recording is to
capture the incoming sound from the subject and to reproduce it in the output of the
microphone system.
When the recording is intended for human
ears, it is desirable for the electrical output
signal to match the acoustic signal as closely as possible, providing a natural sounding
recording. The microphone and its Signal to
Noise Ratio (SNR) are critical parts of the
sound capturing signal chain which affects
the quality of audio recordings.
8
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Just like SNR, Acoustic Overload Point
(AOP) is an important audio / video quality factor. Distortion can very easily render
a video recording useless. There are many
smartphone videos online which have been
recorded at pop/rock concerts which are
unwatchable due to badly distorted audio.
High AOP improves sound quality if the incoming sound pressure level of the intended sound, or of disturbances, is high or very
high. It helps a microphone system handle
high signal peaks that may appear in the in9
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coming acoustic signal even if the average
sound pressure level is not so high.
Up until a few years ago the standard level
for consumer electronics device microphone
AOP was between 110 and 120 dB SPL.
Recently, the requirements for AOP have
increased. In order to ensure sound quality
and speech recognition performance which
satisfy customers, a designer needs to choose
significantly better microphones – those that
do not exceed 1 percent distortion even close
to the 130 dB SPL mark.
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Voice User Interface:
Speech recognition
The captured sound quality targets for algorithm systems differ from those produced
for human ears. The signal does not necessarily have to sound natural as long as it
is optimized for the algorithms. Regardless
of the use case, it is always important that
the signal stays clean of disturbances, artifacts, distortion, and noise.
Automatic Speech Recognition is the task
of automatically transcribing a speech signal into written words.
Transcription accuracy is getting closer to
the human level, which is at approximately
95 percent. So far, this level has been possible to achieve only in laboratories where
the ambient conditions are favorable. Speech
recognition in real-life environments and at a
distance involves significant acoustic challenges such as background noise, reverberations, echo cancellation and microphone positioning. It is not enough to just have a good
speech recognition engine. Every element in
the system should be performing at a high
standard to prevent a quality bottleneck. The
microphone’s job is to provide the speech
recognition system with the best possible
input signal. High input signal quality helps
the speech recognition systems analyze the
incoming sound and find the characteristics
in it which enable the speech content to be
recognized. Critical parameters are noise,
distortion, frequency response, and phase.
High AOP can help speech recognition systems in noisy environments. Sometimes the
speech signal itself is not loud and there are
other sounds causing interference. For example, speakers standing close to the micro10
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phones in speech controlled home entertainment systems and digital assistants which
may output loud music or spoken information.
High AOP helps keep distortion low and improve the cancellation of noise and echoes.
The larger the distance to the speech source
is, the lower the signal to noise ratio of the
signal being fed to the ASR algorithm will be.
Therefore, microphone SNR should be higher when the intended capturing distance is
greater.
Audio and video capturing and human-to-human communication quality can
be also improved by excluding unwanted
sounds from the signal. The goal is to increase SNR, which in this case is the ratio
of the wanted sound signal to the unwanted ambient sounds - noise. Noise cancellation and directionality can be achieved by
using multiple microphones in combination
with algorithms.
Directional microphone systems, such as
beam forming, can concentrate the sensitivity of the microphones towards the
desired direction and highlight the desired
sound sources. Unwanted sounds can also
be canceled based on parameters such as
level differences between two microphones.
Blind source separation is a more sophisticated noise reduction system. It enables
canceling noise independent of orientation,
distance, and location. All these noise cancellation methods benefit from the accuracy and
quality of the signal they receive. The microphone should have high SNR, low distortion,
flat frequency response, which also improves
phase response, and low group delay.
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Active Noise
Cancellation for
headsets and earphones
Active Noise Cancellation (ANC) is a method by which undesired audio source is identified as noise and removed in real time by
generating an anti-noise signal to cancel
the original noise. Modern noise-cancelling
headsets adopt this technology for eliminating external noise sources, specifically at
lower frequencies, <1 kHz, where passive
noise cancellation technology does not provide desired results. This can be very useful
in applications where workers need to be
protected against persistent factory noise
or in cases where airline travelers want to
filter out the engine noise.
There are several topology options to consider when designing an ANC headset such
as feed-forward, feedback, and hybrid.
The number and position of microphones
in a headset determine its ANC topology
configuration. The external environmental
noise needs to be captured reliably, irre11
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spective of the topology. Premium MEMS
microphones with the best SNR, high dynamic range and low distortion need to be
used to achieve this. Also, the tolerances
of cut-off frequency and phase response
play an important role in selection of the
microphone for a noise cancelling headset
design, while a small group delay supports
better ANC algorithm implementation. 

i More info
 S
 ilicon Microphone:
XENSIV™ MEMS microphones
 www.infineon.com/MWC

Lena Böbel started her career at Infineon in
2014, after finishing her Master of Science
studies in Chemistry at Technical University
Munich. Working as a Trainee at Infineon,
she achieved great successes by strongly
supporting the product development of the
60 GHz Soli radar chip in a partnership with
Google. After taking on her first leadership
role as Head of Project Office of the Power
Management and Multimarket Division in
2016, she is now working since 2017 as a
Global Marketing Manager HMI.

The next level
of human machine
interaction
Sensors enable smart devices to see,
hear, and therefore understand their
surroundings. This contextual sensitivity
enables humans to interact naturally
with smart devices. Infineon continues
to inspire voice and gesture recognition
innovations in human-machine interfaces, gradually reducing the technological boundaries between humans and
machines. At this year’s MWC, Infineon
will be showing how they have teamed
up with industry partners to take the first
step towards contextual awareness.
Lena Böbel, a Global Marketing Manager
HMI at Infineon Technologies AG, is providing a first peak into contextual awareness, and the future of human-machine
interaction.

12

FEB - 2018

There has been some buzz for long time
now around topics such as innovation,
automation, power, and security.
However, one topic that is rapidly
gaining traction is human-to-machine
communication. How do you see this
fitting to the semiconductor industry?
Indeed, we’ve heard a lot about innovation,
automation, and power. They all are still focus areas for Infineon, however, we also
want to put special focus on future trends
and markets, like the secure communication
between humans and machines.
At Infineon, we want to make the technological boundary between humans and machines disappear, and we’d like to demonstrate how novel combinations of sensors
enable the next generation of smart environments, capable of fully understanding their
environment.
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Communication has been always
about sharing ideas, pieces of
information, reactions, feelings, etc.
What is the difference between
human-to-human and human-tomachine communication?
To answer that we have to go back and
look at human communication. We all know
that understanding the context of a situation is a vitally important part of our communication – we subconsciously interpret
lots of information through a variety of
senses. In some cases, our body movement or gestures are our most important means of communication – where we
don’t share a common language we can
still communicate. Much of the contextual
information we generate comes from our
body language. Our body tells others how
we are feeling, what we want and even
the sort of person we are. Our ability to
interpret these cues has been fine-tuned
since the very beginning, when our lives
would have occasionally depended on it. In
other cases it is vital to know who speaks.
It might make a difference if your partner or
your child tells you “I want to go to bed“.
While we can record our words using audio
or transcript, the context of a discussion
is frequently given only through our expression, posture, and position - our body
language and background knowledge, who
speaks to whom, and where is this person
standing. Using body language and expression, I can communicate the same words
“What a day!” in a manner that suggests
it was the best, or the worst day of my life.
And now think about how we communicate
to our smart devices at home. Can they tell
when I am depressed or when I am up for
a beer? I don’t think so. Admittedly it is
quite impressive what the smart devices already can do! They get smarter and smarter
every day.
They help us control our homes by talking
13
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to small boxes in our living rooms. We can
turn up the music, turn off the lights, and
even order food.
But, all these smart devices are unable to
understand the context. They do not know
who speaks; they do not take my body language into account.
What challenges are you facing from
tak-ing people from just interacting
with machines to actually
communicating with them?
Just think about the differences between
talking to another person and talking to a
smart device. First, I need to initiate the
conversation – people are never approached by the device. Then I need to start
every sentence with a key word. Then I
have to re-establish a context for my question, and I have to accommodate a lower
word recognition rate – that is when I have
a question. Even worse, the device
accidentally hears a question when it is
not even being addressed – I may have my
back turned for example, or talking with a
family member. These problems become
substantially worse when the context is
complex, for example there are a lot of
people are in the room. But, this is going
to change.
Change how and when?
How do you plan to achieve that?
In the future, we will deliver a solution
which allows us to speak as naturally to
devices just as you would speak to another human. Digital assistants, TVs and
any other imaginable smart device will
know who we are, what we want and react
accordingly. We will do this by fusing many
sensors, and turn them into smart senses
by applying unique machine learning algorithms so that smart devices can hear, see
and even feel the environment.
We will use our radar and ToF sensors for
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scanning the room, knowing how many people are in the room and understanding gestures. We will use our best silicon microphones linked by XMOS’s powerful xCORE
processor. This is how you will experience
a new way of human machine interaction.
We will push the technological boundaries
and make them disappear so you, and all
members of society, can interact with your
device as you would with another person.

What drives this enthusiasm about
enabling the technologies to evolve?
We all are part of this excitement. We
want to push the technology to its limits,
we want to make the technology disappear
when we communicate to smart devices,
and we want to make them understand us
as a good friend would do. We want to give
them the abilities to understand us in every
dimension. That’s not only an evolution,
that’s a revolution.
The secret behind this revolution is the secure fusion of different sensor information
generated by the fusion of different sensor
technologies!
The vision is clear but where do we
stand today, concerning technology?
Today, we can already fuse sensors to enhance the user experience interacting with
a voice user interface. We just recently
14
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showed that by fusing our radar technology with our high performance MEMS
microphones we have achieved the first
step towards understanding context.
By sensor fusion, the device is, the first
time, able to differentiate whether the
key word was spoken by a person or by
another device – think about the radio
moderator saying “Alexa, order a doll
house”. With this solution you won’t
have an unwanted doll house delivered.
A more recent event happened in the
first episode of season 21 of Southpark
– if any of you were watching with your
Echo in the room, you may have watched
in horror as Cartman made some interesting requests of your device.
Fusing radar and acoustic sensors avoids
these problems because it can differentiate between a human in the room and
other audio sources.
What is coming next? What advances
do you expect in sensor fusion and
eventually, with the interaction
between humans and machines,
the HMI?
We expect a change towards better understanding of the context and its cues.
Our next step would be to develop a solution that would enable devices to differentiate between you and me, and that
can recognize our body language.
What capabilities are such devices
expected to have?
We will be able to understand gestures, we will be able to identify people,
and we will be able to extend the data by
seeing our postures, our position, and by
identifying our mood. Thanks to fusing
sensors, smart devices will, in the future,
be even smarter. Imagine a world where
your needs will be securely recognized
without you even having to speak. 

E

U

R

O

P

E

We bring HMI to the next level
With our innovative XENSIV™ sensors
XENSIV™ radar ICs
› Presence detection in
lighting and security
› People tracking and occupancy
detection in IOT/smart home

› Collision avoidance in
›

XENSIV™ MEMS microphones
› Voice user interfaces
› Recording
› Active noise cancellation
› Predictive maintainance

XENSIV™ barometric pressure sensors
› Altitude control
› Indoor/outdoor navigation
› Multicopter: air flight control
› Motion, gesture recognition

multicopter and robotics
Vital sensing

www.infineon.com/24GHz
www.infineon.com/pressuresensor
www.infineon.com/microphones
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Smart devices including mobile terminals, smart nodes, wearables with a variety of
sensors, and platforms with connectivity and critical information processing capabilities are fast growing into billions of devices. These billions of smart devices have at
least one external connectivity interface which potentially becomes the entry point
for attackers to bring down the entire system. The smart home is one example of
an intelligent connected system. To prevent attacks, a robust, market-proven, and
certifiable hardware security solution becomes a key component of the systems that
communicate and processes critical or sensitive information.
16
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The fast growth of IoT applications has changed our home network environment dramatically in recent years. A typical home network
setup 5 years ago consisted of a wireless/
wired router with an ADSL/cable connection
to the internet.
The devices that were connected to the router included desktop computers, laptops,
17
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and smartphones. These devices have one
commonality; they are operated by human
beings, and, except for the smartphone, they
are not always powered 24/7. Today, the
home network setup is undergoing a complete revolution.
There are more devices in the home today
that go beyond computers and phones.
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Overview of typical smart home areas and devices which need to be protected
These devices are becoming smarter and
more connected. For instance, smart sensors like thermostats need to be connected
to the internet for data logging and remote
control. IP cameras need to be connected
to internet for real time monitoring. Even
door locks have evolved to include connectivity options to allow remote monitoring
and to allow the door to be opened remotely.
When it comes to security, the dramatic
increase of smart devices in the network
increases the number of potential entry
points of attacks. All these smart devices
have very minimal direct human operations. They have built-in intelligence to collect data and information, make decisions
based on the programmed algorithms and
18
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in many cases they need to have data communication capability with either the home
gateway or the cloud server. End users
mainly control or monitor these devices via
external consoles or smart phones.
If there is a security breach, end users have
limited opportunities to detect the breach,
prevent the issue, and make corrective
actions because these devices operate on
their own.
Wireless connectivity solutions are not only
limited to Wi-Fi in today’s smart home environment. Connectivity solutions, such as
Bluetooth, ZigBee, and Z-Wave have evolved
and are being quickly adopted. With the
increase of the connected devices via different wireless connectivity solutions, the
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attack surfaces of smart home devices
have greatly increased and the number of
attacks has been rising steadily. Additional
protection at system level is thus strongly
needed.
Most of these smart devices run on various microcontrollers with proprietary Real-Time Operating Systems (RTOS). The
security level of such implementations can
vary from one vendor to another. Often
there is a need for field firmware upgrade
for these devices, and this opens up another potential attack vector.
Malware can easily be injected during the
firmware upgrade if that are insufficient protection mechanisms in place. Recent Distributed Denial of Service (DDoS) attacks from
connected devices in the USA and Germany
are very good examples of the importance
of firmware protection in connected home
devices.

19
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It is essential for manufacturers of these
devices to understand the threats and protection mechanisms that are present and
available today.

Major security threats
in smart home
We can broadly categorize security
threats for smart home applications into
four main categories. These security
threats are fake identity of devices,
eavesdropping of data, manipulation of
data, and malware infection.
Fake Identity of Devices
Most of the smart home devices possess
some form of device identifiers as a unique
ID or certificate. However, unique identifier
without cryptographic protection can be
easily cloned as soon as the attackers gain

A typical home network environment
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Potential security threats
the knowledge of the generation process.
Once the unique identifier can be cloned
without authorization, the attacker is able
to gain immediate access to the network
via the cloned device, and from there subsequent attacks can be deployed.
For example, critical information can be stolen, bandwidth of the network can be misused, or malware and viruses can be injected. On the other hand, validation of the server identity is equally important. If a home
device is connected to a malicious server,
critical user data can be stolen or in the very
worst case, the entire home network can be
attacked.
Eavesdropping of Data
Most of the communication interfaces used
in smart home environments are based
on wireless technologies, e.g. Bluetooth,
ZigBee, Wi-Fi etc. Although most of the
wireless technologies have some form of
security protection mechanisms, they are
20
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not robust enough due to the constraints
of the use cases.
For instance, Bluetooth typically relies on
simple passphrase to do pairing. It increases
the risk of eavesdropping of the critical
and sensitive user data over the communication interfaces. It is also common to
employ encryption of the communication
data using cryptographic keys to protect
the confidentiality and integrity. However,
the protection of the cryptographic keys
against stealing and extraction are then of
great importance.
As an illustration of a real life attack, three
years ago, experts from Context Security
demonstrated the security weaknesses
of certain smart-bulbs. These LED bulbs
were connected to a Wi-Fi___33 enabled
circuit board and the experts found that
when the bulbs communicated with each
other across a mesh network, (6LoWPAN
powered), the messages contained a username and password. As the underlying
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preshared key was never changed, all the
attackers had to do to gain access was to
set up a similar circuit board simulating
one of the smart bulbs asking to join the
network. That allowed them to steal credentials and eventually gain control of all
the lights on the network.
They reported that a potential attacker
could have easily gained access in private
homes or businesses if they could have
gotten as close as 30 meters to the bulbs.
Even worse they note also that such an attack would have gone undetected by the
owner of the network.
Manipulation of Data
Besides the risk of eavesdropping, there is
possibility that critical data can be manipulated or changed by malicious attacks.
Therefore, data integrity protection is another important aspect of security in smart
home environments. Critical information like
billing information, sensitive configuration
data, or resource usage cannot be communicated and stored as manipulated value.
Malware Infection
One typical attack after gaining access to the
network is to install malware so that the
affected device becomes the source of a
next level attack. The recent cases which
happened in some of the major telecommunication networks are typical examples of
such attacks. Once the connected home devices are breached with malware installed,
such devices could be added to a botnet and
they start issuing a DDoS attack. As a result,
many smart home devices - not only computers - become potential source of DDoS
attacks. The number of such smart home
devices, e.g. smart cameras, home routers
etc., is much higher than the amount of computers connected to the net.
Therefore, the scale and speed of damage
due to botnet DDoS attack can be also much
more significant.
21
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	NO STRINGS 		
	ATTACHED!
	Lose the cable for a new
charging experience
Whether you charge a smartphone
(e.g. at home or in the car), a handful of wearables, a power tool, a
laptop or a service robot, Infineon’s
components and solutions help you
overcome a wide range of common
wireless power transfer challenges
for consumer, industrial and automotive wireless charging designs
Infineon’s exhibits:
• 15 Watt inductive in-cabin solution
• 15 Watt inductive for charging
		 your smartphone
• 2.5 Watt resonant to charge
		 various applications
• 16 Watt resonant solutions for
		 various applications

Discover more about
wireless charging demos
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Basic Security Cornerstones
These security threats in the smart home environment can be addressed by three basic security aspects: confidentiality by encrypting
the sensitive data, integrity by protecting
data with cryptographic Message Authentication Code (MAC) function or digital signature, and authenticity by using strong cryptographic authentication schemes.
At the center of these three security cornerstones are the cryptographic keys which are
used for the encryption and decryption, calculation of the CMACs, and supporting the
strong cryptographic authentication schemes.
If an attacker manages to steal or clone
these cryptographic keys, these security
cornerstones can no longer be enforced
since the attacker is now able to successfully eavesdrop on or modify the communication data and fake itself as the real
device. It is of paramount importance to
protect these cryptographic keys by using
tamper-resistant hardware trust anchors.
Hardware based trust
anchors for Smart Home Security
Secured identities are established using secret
keys and with cryptographic processes that
utilize secret keys. Secret keys are the fun-

Software-only solutions cannot compete
with hardware-based security
22
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damental root of trust for the entire chain of
security measures required to protect smart
home systems. Hardware-based security
solutions provide the robust levels of security required to protect secured identities and
deliver a greater level of trust than a pure
software-based implementation.
Software-only solutions often have common
weaknesses such as software bugs or malware attacks. Typically, it is relatively simple to read and overwrite software, which in
turn, makes it easy for attackers to extract
secret keys. In contrast, hardware-based security solutions can be used to store access
data and keys on the same level as a safe is
used to store confidential documents. There
is no one-size-fits all solution when it comes
to cyber-security and very often the effective approach is to adopt a defense-in-depth
approach where the security counter-measures are built into various layers such as devices, software and applications, processes,
and user education.
On the device and hardware level, the bestof-both-worlds can be achieved by adopting
tamper-resistant hardware trust anchors to
complement the software security implementations. The hardware trust anchors
can be used to provide a secured storage
of cryptographic keys and provide a strong
level of trust to support the software implementations. Achieving the spatial separation of
the software applications and cryptographic keys provides a cost-efficient and highly
effective barrier against the leakage of the
keys and certificates in the event of malware infections. Based on the potential security threats to a smart home – fake devices,
eavesdropping, manipulation, and malware
attacks, the hardware trust anchor should
then address the four use cases – authentication, secured communication, secured
data store and integrity, and secured firmware
updates. Infineon’s OPTIGA product families
address these use cases.
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the OPTIGA™
PRODUCT
Family

Use case 1:
authentication
Authentication is the process of identifying
users, computers, devices and machines in
networks, and restricting access to authorized persons and non-manipulated devices.
Hardware-based security can support authentication by providing secured storage for a
device’s credentials, i.e. cryptographic keys
or passwords. Infineon has developed a broad portfolio of OPTIGA™ products that build
a root of trust in hardware devices to allow
the secured authentication of devices and
systems.
23
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Use case 2:
secured communication
In typical embedded system architectures,
devices and systems are connected across
heterogeneous networks employing various
standard and proprietary protocols. To protect communication against eavesdropping
and message falsification, the communication between these systems must be secured.
Infineon’s OPTIGA™ family enables secured
communications by storing the keys and certificates used in communication protocols
as well as supporting cryptographic operations.
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Use case 3:
Stored data encryption
and integrity protection
Embedded devices often store sensitive
user data. The integrity and confidentiality
of the data can be protected by encrypting
or signing it.
The challenge lies in securely storing cryptographic keys. Data can be easily decrypted if an attacker manages to read out the
keys.
Infineon’s OPTIGA™ Trust and OPTIGA™
TPM families overcome this problem by
encrypting data and storing cryptographic
keys securely. The OPTIGA™ Trust and TPM
family products also support software and
hardware integrity checks.
Use case 4:
secured firmware update
Software and firmware in embedded systems often need regular updates. However, it can be challenging to protect both
the software itself as well as the system
that is being updated.
Updates protected by software-only are at
risk as software can be read, analyzed, and
modified to compromise the update or system. However, software can become trustworthy by combining it with secured hardware. Secured hardware from Infineon’s
OPTIGA™ family protects the processing
and storage of code by means of encryption, fault and manipulation detection, and secured code and data storage.

malicious hackers to break into the system
to steal, manipulate confidential information and passwords, or even to inject malware.
In most cases, the users are unaware of
the vulnerabilities and potential security exposure. For example DDOS attacks
using exploits in the smart home products
they have purchased. Hence, it is imperative that device makers include security
measures in the design of their products.
The newly introduced OPTIGA™ Trust X is a
turnkey security solution optimized for IoT
Security. This high-end security controller
covers a broad range of use cases necessary
to protect the authenticity, integrity, and
confidentiality in IoT devices through mutual
authentication, secured communication,
data store protection, life-cycle management, secured updates, and platform integrity protection.
Through the use of a hardware trust anchor,
we can address the authentication, secured
communication, secured data store and integrity, and secured firmware updates and
better protect our smart homes from fake
devices, eavesdropping, manipulation, and
malware attacks. In addition to other security measures in the operating system or
software, a hardware trust anchor provides a
secured foundation for the system.
By relying on such a specialized solution,
the manufacturers of embedded devices
can reduce their efforts for creating this
secured foundation while still implementing a strongly secured system.

Conclusion
With the growth of the Internet of Things and
smart home technology, more and more devices are becoming connected. Attacks are
made possible as these smart devices are
able to run source code for applications and
most are connected to the internet without
any secured connections. These vulnerabilities can become potential entry points for
24
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i More info
 OPTIGA™ embedded
security solutions
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OPTIGA™ Trust X – your perfect choice
for IoT security
It’s time for an easy to integrate turnkey solution with enhanced
security for connected devices.
Find out more:
www.infineon.com/OPTIGA-Trust-X
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Build
smart
systems
Easy evaluation for faster time to market with
Infineon’s Shield 2Go boards and MyIoT adapter
The latest technological advancements
are converting our surroundings and
daily routines into something more
convenient, exciting, and interesting.
Infineon’s contribution to such a brave
new world can be summed in four words:
sense, control, actuate and secure.
Equipped and furnished with devices that
simultaneously communicate with one another and with us, our homes are becoming smarter and smarter. They incorporate
a range of intelligent and sophisticated functionalities such as automation, energy management, security, safety, and lighting.
These devices enable us to adjust our surroundings to our lifestyle and pace, and to
control and monitor our home performance.
Regardless of whether these functions simplify life with voice assistants, save energy
through intelligent lighting systems, or make
things more comfortable with static or mobile aircon systems, they need to be secured
against unauthorized manipulation or access.
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Enabling innovation while providing safety and reliability is a fundamental part of
Infineon’s commitment. Infineon’s advanced
semiconductors play a key role in inspiring
and securing functionality and connectivity
across smart homes and devices. Designers and manufacturers of light-ing and heating systems, home appliances, access
control and intruder alarm systems, entertainment systems, and consumer devices
are offered a complete lineup of electronic
solutions, including sensors and security
components. Infineon’s broad portfolio of
XENSIV™ Sensors play a key role in enabling manufacturers taking part in an increasing variety of applications, while OPTIGA™
Trust security solutions support the protection and security that the smart home needs.
In the current market flourishing with innovative ideas turned into end products, the
winners are those who manage to optimize
the development phase and bring products
faster to the market. A wide variety of applications, their increasing complexity, coupled

Infineon offers a new
prototyping concept featuring
Shield2Go boards and
a MyIoT adapter for Arduino

with the limited resources of the startup designer community calls for prototyping plugand-play solutions that are flexible, easy to
use, and fast in order to secure fast time to
market.
To enable innovation and support designers
who are making smart homes more intelligent, seamless, and secured, Infineon offers a new prototyping concept featuring
Shield2Go boards and a MyIoT adapter for
Arduino. The concept is based on the plugand-play principle to make the boards simple, reusable, and flexible and to enable
designers to quickly and efficiently set up
the demonstration environment. Designers
can now develop their own, customized system solutions by selecting and combining
Shield2Go boards in multiple ways based on
their needs and use cases.
Boards have solderless connectors which
allow designers to stack the boards instead
of soldering them. MyIoT Adapter boards
enable designers to combine the Shield2Go
boards into a system and to easily connect it
27
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to external systems. A dedicated and readyto-use, free Arduino library for each Shield2Go offers the software necessary to fully
evaluate the intended designs and functionalities.

i More info
 Shield 2Go boards and MyIoT adapter
 www.infineon.com/MWC

5G and Secure
Connectivity

Spotlight on 5G
A technical discussion with Uwe Rüddenklau
5G technology has the potential to meet society’s connected mobility and safety
needs by supporting applications such as fixed wireless access, integration with
smart city infrastructure, and autonomous driving. Delivering bandwidths of up
to 25 gigabits per second, 5G enables transmission speeds that are 2500 times
faster than average 4G systems, coupled with practically zero delay times. It is
also set to reduce the power required for each transmitted bit by a factor of 1000.
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Infineon’s new mmWave solutions are built
on our long-standing experience in advanced
radar systems supporting ADAS features in
the automotive industry. They enable new
infra-structure components and devices capable of delivering the speeds needed for
5G and supporting technologies like massive
MIMO, beamforming, and small cells.
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At MWC 2018, Infineon will demonstrate
how our 5G mmWave technologies are
meeting demand for fast data rates and robust performance in next-generation smallcell network applications. Underpinning our
inspiring 5G demos, we will be hosting a 5G
mmWave power hour in collaboration with
leading carriers.
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5G adoption forecast

34%
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1.1
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22%
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5G coverage (percentage of population)

Source: GSMA – The Mobile Economy 2017
What is the actual status of the market
development of 5G and specifically
5G mmWave so far?
The 5G market will develop in phases. The
first phase will be sub6GHz and not mmWave
(frequencies > 24 GHz). The sub6GHz are
deployments using frequencies like 3.5 GHz
down to 600 GHz, and as high as 5 GHz.
Typical applications include faster downloads
for mobile devices using the new technical
features, for exam-ple massive MIMO.
The first mmWave commercial deployment
will be Fixed Wireless Access (FWA) networks driven by the US operator Verizon and
AT&T during the second half of 2018 through
to 2019. Verizon plans this in Sacramento,
CA during the second half of 2018.
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Additional testing of 5G fixed wireless access
are ongoing in California, Georgia, New Jersey, Massachusetts, Michigan, Texas, and
Washington D.C. The Olympic sports event
in Korea in February 2018 will also demonstrate 3.5 GHz and 28 GHz use cases.
Underpinning our inspiring 5G demos, we
will be hosting a 5G mmWave power hour
in collaboration with leading carriers. This is
partly ahead of the 5G standardization. To
emphasize - the first commercial launch of
5G standardized networks expected in 2019
and early 2020, based on 3GPP release 15 of
sub6GHz frequencies. 5G phase 2, according to 3GPP release 16, will deliver mobile
data over mmWave frequencies which will
massively increase available bandwidth.
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What are the main deployments
planned in major countries?
In 2018, the expected investment in 5G network technology in South Korea is more than
$9.36 billion US. The South Korean government has announced plans to award the 5G
spectrum in June 2018. The 3.5 GHz and 28
GHz spectrum will be auctioned.
As for the penetration rate in Korea, the numbers are: 5 percent in 2020, and forecasts
are that 5G will represent 30 percent of total
mobile subscribers in South Korea in 2021,
50 percent in 2020 and 90 percent in 2026.
In Japan, NTTDoCoMo has announced that it
will launch commercial 5G services in 2020.
As for China, China Mobile plans to deploy
10,000 5G base stations by 2020.
In the US, operators such as Verizon and
AT&T have been testing and developing
fixed wireless access. They are expected to
be among the first commercial launches of
5G wireless networks worldwide by second
half of 2018 and early 2019.
In July 2016, the major European operators
published a 5G manifesto which indicated
a target to have at least one major city to
be 5G enabled by the end of 2020 and that
all urban areas and major terrestrial transport paths have uninterrupted 5G coverage by 2025. Telefonica aims to convert
two Spanish cities, Segovia and Talavera de
la Reina, into living laboratories up until 2021,
and to launch 5G in the UK by 2020 or 2021.
First field trial of 5G Fixed Wireless Access
(FWA) in the UK and Europe is now live in
central London. According to a recent study
by the GSMA, 5G connections in Europe will
reach 214 million by 2025, accounting for
31 percent of total mobile connections.
By that point, around 75 percent of Europe’s
population will be covered by 5G networks.
In the Middle East, Etisalat (UAE) has
indicated that it will launch nationwide 5G
networks in time for EXPO 2020 in UAE.
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The US will be the first market to serve
5G mmWave, e.g. VERIZON. What are
the major cities in the US where
Verizon does trails for Fixed Wireless
Access (FWA) with 5G mmWave?
Verizon plans this in Sacramento, California
during the second half of 2018. Additional
testing of 5G FWA are ongoing in California,
Georgia, New Jersey, Massachusetts,
Michigan, Texas, and Washington D.C.
The presented outlooks and initiatives
make it evident that 5G will irrevocably
disrupt the markets worldwide. What
are the major challenges behind making
this disruption possible, say in the trails
for 5G mmWave and how they can be
solved?
Major challenges expected by the use of
mmWave for network deployments are
the path loss, blocked signal, and power
consumption.
The path loss is given by physics of the
very high frequencies compared to lower
frequencies used today. We can expect a
loss of about 90 dB over 50 m in the 28 GHz
range. However, beamforming techniques
together with intelligent network topology
help overcome these losses. A combination of 4G/5G LAA at sub6GHz for longer distances combined with 5G mmWave for short
range hot spots can bring improvements.
The problem of mmWave signals blockage due to body, hand, foliage, etc. can
be addressed with an optimized design
of the RF frontend and antenna. The high
directional beams of mmWave antennas can
support multiple users directly. Additionally
the beamforming and steering helps reduce
interference between various users at the
same time. Certain blockage, for example by
brick walls, cannot be avoided.
The power consumption for base station and related devices will require new
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technologies to improve the efficiency of the
semiconductor devices. Power amplifiers
must be optimized via new semiconductor
technologies like GaN and technologies like
Digital and/or Analog Pre-Distortion.
Additionally, the system configuration of the
antenna arrays will play a major role in terms
of best-in-class semiconductor technology.
To choose the best technology in terms of
performance vs. cost trade-off will be important. There will be an optimum of required antenna/system gain vs. array size
(number of antenna elements). This will define the best choice of semiconductor technology.
What is the actual status of frequency
regulation in terms of 5G (sub6GHz and
mmWave)?
The regulation status is driven by the World
Radio Conference (WRC).
The WRC in 2015 decided on various new
sub6GHz frequency bands to be released for
5G services. These bands will be used for
first 5G services.
The next WRC in 2019 will decide on
mmWave 5G frequencies to be used as
new spectrum. This will support the need
for new services and use cases. The down-/
upload speed, new VR/AR, hotspot events
and online services like eHealth, gaming,

education etc. will benefit from the enhanced
Mobile BroadBand (eMBB) application.
What are the latest technical
achievements from 5G mmWave
trials, e.g. Korea?
It is worth mentioning that Telcos are deploying 5G infrastructures, including test
networks with 20 Gbps download capacity.
These new networks allows high speed
downloads (for example a 1 GB file could be
downloaded in 0.4 seconds), a 5G communications control center that transfers data to a
test vehicle in less than 0.001 seconds, and
3D HD map with high accuracy of less than
20 cm.
They use 28 GHz for hotspot-urban and
3.5 GHz for urban and rural areas. Through
the utilization of this spectrum, Telcos such
as Korea Telecom (KT) will be in a position
to cover a wide range of use cases such as
smart cities, 4K/8K cameras, remote medical
services, drones, smart factories, and public
safety.
The test results returned average data rates
of 1 Gbps over the low band and more than
5 Gbps for dual connectivity over high and
low bands. A peak data rate of 20 Gbps and
an average data rate of more than 5 Gbps
were achieved through dual connectivity
over 3.5 GHz and 28 GHz. During the test, a

WRC2015: < 6 GHz – NOT mmWave

Sub700, 700 MHz, L-band (1.5 GHz), C-band (3, 4, 5 GHz)

WRC2019: 24.25–86 GHz – mmWave (MW)
Frequency allocation

Study item until decision in CY2019

26 GHz

24.25–27.5 GHz

32 GHz

31.8–33.4 GHz

FCC releases:
28 GHz
27.5–28.35 GHz
27.5–29.5 GHz

39 GHz

40 GHz bands
40.5–42.5 GHz
42.5–43.5 GHz
45.5–47 GHz
47–47.2 GHz
47.2–50.2 GHz

70 GHz

71–76 GHz

80 GHz

81–86 GHz

38.6–40 GHz

37 GHz

37–38.6 GHz

70 GHz

64–71 GHz
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50 GHz

50.2–52.6 GHz

tbd > 90 GHz
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5G tour bus delivered 5G-based IPTV 4K, and
a VR drone was demonstrated in the ‘5G for
All’ experience room at the LG U+ headquarters, which required data rates ranging from
20 Mbps to 100 Mbps.
What is the significance of various
beamforming technics, analog, digital,
and hybrid for 5G mmWave?
Beamforming is crucial for 5G mmWave to
be successful. Appropriate beamforming
is the key enabler for cellular networks at
mmWave bands to focus the transmitted or
received signal in a desired direction in order
to overcome the potential path loss. The
small wavelengths of mmWave frequencies,
for example at 30 GHz it is 10 mm, allow the
use of large number of antenna elements, in
a compact form factor to synthesize highly
directional beams corresponding to large array gains.
The three technical options to implement
beamforming are analog, hybrid, and digital
beamforming. Each of these has several advantages and disadvantages. To illustrate,
analog beamforming has the lowest power
consumption and it requires less baseband
processing. The disadvantages such as low
flexibility for system requirement changes
and difficulty to reconfigure of antenna elements or channels will be changed. This is
very likely to happen in the early phase.
When it comes to digital beamforming, the
major advantage is that it is an extremely
flexible solution which adapts the number
of beams and as well as the number of elements per beam. However, the disadvantages such as high power consumption and
high BOM due to required RF paths per each
channel cannot be ignored.
Third option is hybrid beamforming. It allows a more flexible solution than analog
beamforming and has lower cost BOM and
lower power consumption than digital beamforming. The numbers of channels and an33
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tenna elements can be configured to certain
extent. However, the combination of various
RF paths is needed to increase the power
level creates additional losses. It is less flexible than a fully digital beamforming solution, but currently it is, in most cases, the
first choice for mmWave.
Mr. Uwe Rüddenklau
Business Development
Director 5G mmWave,
Infineon Technologies AG
Uwe Rüddenklau currently heads Business
Development for mmWave / RF Asic at
Infineon Technologies, headquartered in
Germany. He also currently leads the ETSI
Millimetre Wave Transmission Industry
Specification Group (ISG mWT) and has
published a white paper on this topic.
Uwe is specialized in mmWave RF technologies with a focus in particular on V-band
and E-band backhaul radios as well as on
5G mmWave. In his new role at Infineon, he
will be responsible for developing Infineon’s
24 to 100 GHz portfolio and for future
mmWave bands with a view to reducing TCO
and easing RF design, testing and production
for device manufacturers. Uwe has more
than 25 years of industry experience and has
worked around the world in system engineering, sales and technical marketing of RF
solutions for consumer TV, customer premise
equipment and mobile phone applications.
Prior to Infineon Technologies, Uwe held
senior positions with Lantiq and Siemens.
He is based in Munich, Germany, and holds
a Masters (Dipl.-Ing.) in Electrical Engineering
along with a Bachelor in Marketing.

i More info
 Mobile communication with 5G
 www.infineon.com/MWC

Secure
eSIM Technology
Taking flexibility and customer
convenience to a new level

In a world where space on any mobile or connected device is the most valuable asset,
the ongoing miniaturization of components is the means by which additional and
new functionality is being created. But, it is not just size that matters – the consumer
demand for more flexibility and customer-centric services is also increasing, whether
it is the hassle-free change of a mobile device or switching mobile network providers.
The recent evolution of the SIM card is testimony to this development.
As for the SIM size and functionality itself, business models will gradually evolve to adapt
to new approaches and market expectations. With the continuous trend towards
connectivity between devices, the industry is working towards a standard-based solution that is high performing, cost-efficient, and interoperable between different suppliers. Both device manufacturers and mobile network operators will continue to play a
key role in the SIM development, the pace of technological evolution, and the advancement of the associated business models.
34
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The evolution of the SIM card
It has been 26 years since GSM cellular networks were first deployed. In 1991, Giesecke
and Devrient supplied the first commercial
SIM card to a Finnish network operator. The
primary role of the SIM card was to provide
an identity token. The SIM card contained a
unique reference number that identified the
SIM card and therefore the subscription that
accompanied it. It was designed as a means
of secured authentication in order to check
that the identity is valid. Other benefits of a
SIM card were portability and the separation
between the device and the subscription.
The very first SIM card was an ISO payments
card format (1FF), and in 1996 this was
35
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followed by the mini-SIM (2FF), which had
the same contact arrangement as 1FF. The
micro-SIM (3FF) was developed by ETSI and
launched in 2003. The nano-SIM (4FF) was
standardized in early 2012.
The impact of
wearables, M2M and IoT
The market segment for wearable devices
highlights the need for a further evolution
of the SIM card. New consumer segments
are being addressed by smaller devices in all
kinds of shapes and sizes. With form factor
and functionality of this segment evolving,
the required flexibility and connectivity can
only be provided by a fully embedded SIM
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card. This has been the case, for example,
for the smart watch, where space is limited.
Usually, smart watches or fitness trackers
only work in combination with a smartphone
as companion devices. If fitted with an LTE
modem together with an eSIM, the device
can send and receive calls, text messages,
and pictures independently, thus enabling
new revenue streams for MNOs.
The immense market growth of the Internet of Things (IoT) and machine-to-machine
(M2M) communications also has an immediate impact on the evolution of SIM technology. The ongoing reduction in size of both
modules and devices, for example sensors
and meters, as well as use case scenarios

ment system. The embedded SIM takes the
standard SIM contacts and makes them
available on a surface mounted package, a
solderable MFF2 form factor, according to
the ETSI specification.
With an embedded SIM, the physical hardware element is always present and adds an
indispensable layer of security. In order to
achieve this, the SIM has its own non-volatile
memory. Secret credentials and identities as
well as cryptographic algorithms are stored
within one tamper resistant secure element.
A SIM, whether it is removable or embedded
in the device, is still a combination of cryptographic, tamper-resistant hardware along
with software that enables cellular connectiv-

Infineon has been supplying approximately 10 billion security
chips for plug-in SIM cards since the late 1990s as well as high
quality security controllers for embedded SIMs since 2008.
Thanks to its leadership in performance, quality and its extensive
experience in embedded security projects as well as its role as
a GSMA associate member, Infineon will drive the further
development of next-generation embedded SIM standards.
requiring devices to suit more rugged environments, creates a need for an embedded form factor. The GSMA expects up to
10.5 billion mobile connected devices by
2020 leading to a huge market opportunity
for eSIMs, predominantly in the machineto-machine (M2M) and mobile consumer devices sectors.
M2M devices present unique challenges
to the role of the traditional SIM card. Frequently, the devices are dispersed across
a multitude of unmanned locations as well
as exposed to external influences such as
weather, for example in remote sensors or
vending machines, and temperature and
vibration, for example in automobiles.
An embedded SIM is suitable for the use
in closed devices such as industrial meters
or a sealed component in a fleet manage36
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ity and, amongst other functionality, stores
the operator profiles required to use the
mobile network.
The eSIM is a standardized chip open to
all mobile network operators. Technically,
the term eSIM refers only to the virtual
functionality of RSP (remote SIM provisioning), which means that the SIM module
does not need to be removed from the device when the user’s preferences change.
The consumer does not need to replace or
change physical SIMs. Both network and
operator profiles can be switched seamlessly
without the user noticing. The GSMA has
released a global eSIM specification, which
enables any consumer device to store more
than one operator profile. On the basis of the
eSIM standard, the consumer can select an
operator of choice and simply download the
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chose SIM profile to the device. The eSIM
functionality gives the consumer a lot of
flexibility and allows for cost reduction when
switching operator.
Other approaches, like an integrated SIM, are
"shelled" within an application processor; the
discrete component is replaced completely.
Such an integrated SIM usually needs to
connect to an external memory, an architecture that is inherently more vulnerable to
attacks. These concepts impose unpredictable security threats.
The huge potential
of the eSIM handset
As reported by GSMA, February 2016, “the
GSMA consumer eSIM initiative does not aim
to replace all SIM cards in the field, but is instead designed to help users connect multiple devices through the same subscription
and will help mobile device manufacturers develop a new range of smaller, lighter mobileconnected devices that are better suited for
wearable technology applications.”
Losing plug-in SIM connectors means that
a substantial amount of extra space inside
a mobile device is freed up, allowing handset manufacturers to reduce device size by
replacing it with a diminutive embedded equivalent. With space at an absolute premium in
modern smartphones, the eSIM will enable
manufacturers to offer even slimmer phones.
With such an eSIM handset, the consumer
can easily choose the carrier, access a multitude of offerings from different carriers and
easily switch profiles. In terms of convenience, subscriptions should be faster for the
owner of an eSIM handset and possibly
done completely online, making paper-based agreements a thing of the past. The
handset manufacturers profit from a simpler supply chain, manufacturing one device
configuration that can potentially connect
to any network all over the world. They can
lose the SIM slot and simplify their designs.
Mobile network operators no longer have to
37
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handle the physical distribution of the SIM.
With all the obvious benefits of the eSIM,
concerns about the slow adaption remain.
The challenge with eSIM concept seems
not to lie with the technology, but with the
infrastructure as well as the cooperation of
all the various parties, including network
operators and manufacturers. This is where
the GSMA’s standardization efforts are coming to fruition - enabling a user to “pull” a
new operator profile by means of a voucher
after entering a contract was first adopted
by Samsung's Gear S2 Classic 3G after the
GSMA released the eSIM specification in
February 2016.
The eSIM specification has since been
backed by Apple, Samsung, Microsoft,
Huawei, Sony, and LG, along with chip
makers, SIM suppliers, and mobile network
operators. A year on, it looks like the specification is starting to gain some real traction
following the Apple Watch 3 launch:
“The Apple Watch 3 is just the tipping point
for eSIM. Its true potential will only be unlocked – and noticed by the larger, smartphone-wielding public – when we see the first
eSIM handset, as it’s likely to be slimmer
than anything we’ve seen before.”
Source: Andrew Williams,
Trusted Reviews, September 2017
Security and
standards are indispensable
Despite the changes in technology and size,
the fundamental elements of connectivity,
identity and authentication are still core to the
role of the SIM card today. Within the handset, an embedded SIM uses a standardized
interface which allows the embedded component to be designed-in as the removable
SIM in thousands of handset models on
the market. For the OEM, this translates
into a near seamless migration from SIM to
eSIM, as both are based on the same development environments.The concept of a separate, security assured, combined hardware
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and software element being used has remained. Operators are very concerned about
the security of their credentials and the potential reduction in security that could arise
through the use of an SIM integrated into the
baseband or application processor. It is well
known that operating systems are more likely to be subject to attacks than hardware
and therefore could leave the operator profile open to the threat.
According to GSMA, any SIM approach not
based on a certified hardware and software
secure element could be subject to continued various attacks and, if compromised,
would result in a serious loss of customer
confidence in the security of operator systems.
The big success factor of SIM cards has always been the full interoperability and network carriers’ ability to rely on one standard
and one backbone system.
The eSIM is based on a tried-and-true product that is simply reduced in size, and that
will allow consumers to switch network carriers digitally instead of doing it physically. It
enables the industry to stay with the same
set-up and security relevant aspects stay
with the experts in the field, such as Infineon
Technologies. Security expertise is more
than just designing and building a certain
FEB - 2018

Smart home &
consumer devices

Smart cars

Infrastructure
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Smart industry &
business

eSIM use cases
piece of hardware, it is about staying ahead
of security and threat evolution, developing
leading edge countermeasures reflected in
ever-evolving technical requirements. Network carriers can rely on trusted players in a
trusted value chain with trusted processes.
Every phone manufacturer has access to
these embedded SIMs and there is no need
to purchase a specific reference baseband
as all interfaces and interactions between
SIM and phone remain fully standardized.
It is an altogether different outcome, however, when looking at an integrated SIM.
The SIM integrated in the baseband chip can
achieve a similar functionality and may even
achieve a hardware Common Criteria certification. However, it is a whole new process,
and the process where the SIM is integrated
into the processor is not a standardized design that will be equal in all application and
baseband processors. An integrated solution
ties both device manufacturers and mobile
network operators into proprietary solutions.
In terms of interoperability and security, this
development is a step backwards.

i More info
 Secured eSIM Technology
 www.infineon.com/MWC
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Visit us at
booth 6C41, hall 6

Inspiring mobile business.

Connecting real and digital worlds.
At MWC 2018, Infineon will be demonstrating how it is already connecting real and
digital worlds – smart, seamless, secured. Technology insights, cutting-edge demos
and a 5G power hour await you at booth 6C41 in hall 6.
www.infineon.com/MWC
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Keep the
bad guys out
and strengthen
your network with
hardware security
Free on-demand ICT Security Webinar
Recent malware attacks have raised the bar for network security. Attackers are moving beyond conventional techniques which used networks as a conduit for attacks.
Today, they are attacking the networks themselves with malware such as Mirai and
CherryBlossom that infects network routers, in some cases at the firmware level.
To defend against such malware, network operators can adopt highly efficient hardware security defenses designed to deflect such attacks.

Learn more about it in Infineon’s on-demand-webinar
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Time to debottleneck your audio chain!
XENSIV™ MEMS microphones mark new premium segment
for microphones
The popularity of devices with voice user interfaces and the usage of audio recording to share information and experiences
are increasing dramatically. However, the performance of microphones, often limits the potential of today’s cutting-edge
devices.
Not any more!
Our XENSIV™ MEMS microphones introduce a new performance class of digital MEMS microphones that overcomes existing
audio chain limitations. Infineon’s IM69D130 provides premium digital audio raw data, perfect to combine with advanced
signal processing algorithms for best user experience in any environments.

› Noise free audio raw data: 69 dB [A] signal to noise ratio
› Distortion free audio signal capture: <1% total harmonic distortion up to 128 dB SPL
› Microphone matching: < ±1 dB sensitivity and < ±2° phase response variations
› Digital PDM interface: ultra-low group delay for latency-critical applications
›

(6 μs at 1 kHz)
Wide frequency response: 28 Hz to 20 kHz

www.infineon.com/microphones
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Securing Network Equipment
is Key to Supporting IoT
Infrastructure

Network equipment: The nervous system of the connected world

Juniper Networks brings simplicity to networking with products, solutions
and services that connect the world. Through engineering innovation, Juniper
removes the constraints and complexities of networking in the cloud era to
solve the toughest challenges their customers and partners face daily. Juniper
Networks believes that the network is a resource for sharing knowledge and
human advancement that changes the world. Juniper is committed to inventing/developing groundbreaking ways to deliver automated, scalable and secure networks to move at the speed of business.
In today’s world of cloud services, big data,
and the Internet of Things, devices, humans,
and services are connected by massive networks. Although these networks are subjected to continuous attacks of growing sophis42
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tication, they must deflect these attacks and
continue to provide communications services
that are reliable, high-speed, low-latency, flexible, and cost-effective. Hardware-based security enables simple, fast, and efficient man-
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agement of cryptographic keys and access
rights in complex environments. The security
of these operations is achieved using separated, highly tamper-resistant security subsystems, protected against a vast variety of
attack classes. One widely known example
of hardware-based security is the Trusted
Platform Module (TPM), which was standardized by the industry consortium known as the
Trusted Computing Group (TCG). Infineon is
a leading supplier of TPM chips and a longtime leader in the TCG. Juniper also plays a
leadership role in the TCG, as the editor of the
TCG Guidance for Securing Network Equipment. Juniper has decided to equip several of
their product lines with Infineon’s OPTIGA™
TPM security chip. By employing this advanced security technology, Juniper increases
the strength of its security controls and helps
its customers to secure their networks. The
TPM provides a hardware root of trust, enabling the protection of essential cryptographic keys in the face of increasingly sophisticated attacks. The TPM is based on
open standards from the Trusted Computing
Group. It is widely supported and easy for Juniper to integrate. 

i More info
 Product overview OPTIGA™ TPM
 V
 ideo: Securing communication
in the IoT – Raspberry Pi with
OPTIGATM TPM
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How Juniper protects
network equipment
using a TPM
ICT Security Webinar
Network equipment such as routers, switches,
and servers form the central nervous system
of the IoT. Securing the network equipment on
enterprise, service provider and cloud network
level is key to the IoT infrastructure protection.
Today, routers and other network equipment
face a constant barrage of attacks with growing sophistication. Attacks on vulnerabilities in
router software and firmware are becoming
commonplace, as evidenced by the Mirai
botnet which used an open source toolkit to
infect hundreds of thousands of routers and
mount the largest DDoS attack ever. Defensive counter-measures must be enhanced to
defend against these new attacks.
Leading network equipment manufacturers
like Juniper Networks are pushing the boundaries and investing in stronger security by adding a hardware security chip to their routers,
firewalls, and other product. The Trusted Platform Module (TPM) is the best chip for this
purpose, providing strong cryptography and
secured storage so that the identity, integrity,
and confidentiality of network equipment can
be protected. Infineon Technologies is the
leading provider of TPMs.
During this webinar, learn about the latest attacks on network equipment and how Juniper
is using an Infineon TPM to defend against
these attacks.

Join the webinar
now for free
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Hardware-based security
for mobile devices
As the hub of our professional and private life, mobile devices are handling
massive amounts of data as well as multiple applications. As such they are
an extremely interesting target for attackers. Learn how hardware-based
security can help to protect mobile devices including even critical applications such as payment. To get the latest details on Infineon’s benchmarking performance based on a comprehensive security solution designed for
mobile devices, visit Infineon at MWC 18, booth 6C41 in hall 6.

booth 6C41, hall 6
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Talk to our experts
face-to-face at MWC 18,
hall 6, booth 6C41!

Post-quantum cryptography
Securing a quantum computer world today
In the near future, quantum computers – due to their tremendous computing power – will have the disruptive potential
to break various currently used encryption algorithms.
As the leading provider of security solutions, Infineon is addressing this challenge today. To secure a quantum
computer world, Infineon offers a smooth transition from today’s security protocols to post-quantum cryptography (PQC).
Looking for a partner to secure a quantum computer world?
During Mobile World Congress 2018 you will have the chance to speak to our PQC experts face-to-face.
Join us at booth 6C41 and learn more about how the new post-quantum cryptography algorithm works with our PQC demo.

Learn more about PQC
www.infineon.com/post-quantum-crypto

OPTIGA™ Trust X

Choose the best-fit security
for your IoT device
The IoT enables a whole new raft of business and service innovations. To capitalize
in full on IoT opportunities, device manufacturers need strong, tamper-resistant
protection. This degree of protection cannot be provided by software alone.
Only hardware-based security enables simple, fast and fail-safe management of
cryptographic keys and access rights.
Security solutions for IoT devices face a number of design and deployment challenges.
They must support different technology platforms and low-performance microcontrollers,
often optimized for just one application. In
46
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addition, they have to contend with limited
operating system functionality, restricted space
for hardware extensions, cost sensitivity, and
in many cases, battery-powered devices demand power efficiency.
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OPTIGA™ Trust X –
perfect choice for
IoT security
It's time for an easy to integrate turnkey
solution with enhanced security
for connected devices.

i More info
 Product overview OPTIGA™ Trust X
 PDF: IoT Security
 PDF: OPTIGA™ Trust X-SLS 32AIA

OPTIGA™ Trust X
was designed to meet the challenges
facing manufacturers of IoT devices.
It is a turnkey solution offering enhanced
security for connected devices.
Building on more than 30 years of experience
in security, OPTIGA™ Trust X was developed
to reduce integration effort – making it ideal
for customers who lack security expertise but
nonetheless need fast time-to-market. It is a
premium security solution offering high performance and low power consumption, and
is optimized for IoT devices. The OPTIGA™
Trust X supports non-rich operating systems
and comes in compact packages.
47
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Product Brief

OPTIGA™ Trust X – SLS 32AIA
The optimized solution for IoT security
As embedded systems are increasingly gaining attention of attackers, Infineon offers the
OPTIGA™ Trust X as a turnkey security solution for industrial automation systems, smart
homes and consumer devices. This high-end security controller comes with full system
integration support for easy and cost effective deployment of high-end security for your
assets.
Broad range of benefits
Integrated in your device, the OPTIGA™ Trust X supports the protection of your brand and
business case, differentiates your product from your competitors, and adds value to your
product making it stronger against cyber-attacks.

Key features

› High-end security controller
› Turnkey solution
› Full system integration support
› I2C interface
› Up to 10 KBytes user memory
› ECC256, AES128, SHA-256
› Cryptographic tool box
› Compliant with the USB Type-C™
authentication standard

Enhanced security
The OPTIGA™ Trust X comes with an advanced security controller built on Elliptic Curve
Cryptography (ECC) with 256 bit, AES128 and SHA-256. This new security technology
greatly enhances your overall system security. Furthermore the OPTIGA™ Trust X covers a
broad range of use cases necessary to protect the authenticity, integrity and confidentiality in your device: mutual authentication, secured communication, data store protection,
life-cycle management, secured updates, and also platform integrity protection.

› Standard & extended temperature

Fast and easy integration
The turnkey set-up with full system integration and all key material preprogrammed
reduces your efforts for design, integration and deployment to a minimum. As a turnkey
solution, the OPTIGA™ Trust X comes with OS, embedded application and complete host
side integration support. The extended temperature range of -40 to +105°C combined
with a standardized I²C interface and small USON-10-2 footprint will enable all your
embedded projects.

› Protection of IP and data
› Protection of business case
› Protection of company image
› Safeguard quality and safety

Almost 30 years of leading position with nearly 20 billion security controllers shipped
worldwide are the result of Infineon’s strong expertise and its commitment to make security a success factor for you.

www.infineon.com/optiga-trust

range (-40 to +105°C)

› USON-10 package (3 x 3 mm)

Key values

Applications

› Industrial control and automation
› Consumer electronics
› Smart home
› Medical devices
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