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Code coverage in automated

test of embedded systems
By Jens Braunes, PLS

By means of code coverage, 
it is not complicated to determine 

test quality in parallel to software and 
system tests on real hardware. 
In any case, a continuous and 

seamless workfl ow for the software 
and system testing, which logically 

requires open interfaces for 
effi cient tool coupling, is essential 

for correct and reliable results.

�n Today the complexity of SoCs presents 
many new challenges for developers, espe-
cially with regard to soft ware quality and 
soft ware security. Th is means for eff ective 
soft ware testing, it is not only automatic gen-
eration of test results and their evaluation that 
are essential. To reliably determine the quality 
of the tests, it is also necessary to measure and 
document the achieved code coverage.

Soft ware errors can never be completely 
avoided during the development of complex 
applications with megabytes of source code. It 
is therefore all the more important, especially 
with safety-critical applications, to detect and 
eliminate these bugs as early as possible using 
modern methods. Testing is one of the most 
crucial parts of this process. With good rea-
son, a great deal of attention is given to testing 
in relevant standards such as ISO 26262 for 
the automotive industry, EN/IEC 62061 for 
safety of machinery or DO-178 for the avia-
tion industry.

Whether a soft ware solution is fi nally released 
for use by the customer or needs reworking by 
the development department, however, does 
not only depend on the successful completion 
of testing. In addition, the quality of the testing 
performed has to be right. Th e decisive factor 
here is test coverage. What is the proportion 
of the application, module or individual func-

tions, which the respective test has stressed, 
compared to the proportion, which could not 
be stressed at all due to an unfavourable choice 
of test cases? To explore this question more 
thoroughly, which is extremely important for 
soft ware quality and security nowadays, in the 
area of soft ware development code coverage is 
generally used to assess test quality. Since the 
standards mentioned at the beginning not only 
demand the documentation of test results but 
also the degree of coverage achieved, it is of 
course sensible to determine the code coverage 
for the function or module under test in paral-
lel to the test execution.

To calculate code coverage, for example of a 
function, information is required that can 
only be gathered from executing the code. In 
the simplest case, only those pieces of code 
that are actually executed and those which are 
not must be recorded. Th e latter is of course 
implicitly given if the sources or at least the 
binary are available. In turn, the statement 
coverage - meaning how much code is tested 
by the test cases in relation to the total code 

- can be directly derived from this informa-
tion. Program code that is not executed (dead 
code) can therefore be detected with this 
comparatively simple method; however, the 
current test quality requirements of the stan-
dards ISO 26262, EN/IEC 62061 or DO-178 
are generally not fulfi lled.

Branch coverage is signifi cantly more mean-
ingful with regard to test quality. Th e execu-
tion of all possible program branches is used 
for this. In the case of a simple IF statement, 
both the TRUE and the FALSE branch have 
to be executed. Because all pieces of code are 
implicitly reached, the statement coverage 
can be directly derived from the result of the 
branch coverage. 

Modifi ed condition/decision coverage (MC/
DC) goes another step further in looking at 
branches. In simple terms, for MC/DC, all 
individual conditions contained in each com-
posed condition must take every possible out-
come in order to be regarded as tested. Th is 
ensures that each individual condition aff ects 
the overall result, independently of the other 
individual conditions involved. However, this 
method proves to be extremely cumbersome 
in practical use, because an extremely high 
number of paths have to be considered, espe-
cially within loops containing conditional 
code sequences. In practice, there are now a 
number of possibilities to obtain code cover-
age, as follows.

Simulation of executable code on a virtual 
platform and determining the necessary 
information for the calculation. Fairly simple 
data about runtime behaviour can of course 
be determined from simulations. For this 

Figure 1. Th e UDE object model 
provides access to almost all 
debugger functions.
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reason, this method is also very widespread 
with many test tools. A disadvantage, how-
ever, is that the actual test is not carried out on 
the real embedded system; the actual timing 
behaviour is therefore not taken into consid-
eration.

Instrumentation of the code to be tested and 
execution on real hardware. Additional test 
code, which collects information necessary 
for calculating the code coverage and stores 
this in the target memory, is inserted in the 
soft ware for this. However, as a consequence 
the test code not only infl uences the runtime 
behaviour and code size but possibly even 
the memory layout. Th is is certainly a crucial 
point in safety-critical applications or systems 
with hard real-time requirements.

Execution of original code on real hardware 
with simultaneous program trace. Th e target 
system must provide suitable trace hardware 
for this including a trace interface to the cov-
erage tool. Th is method requires absolutely 
no instrumentation and the timing behaviour 
of the application to be tested also remains 
unchanged.

However, suitable high-performance debug-
ger solutions, such as for example the Uni-
versal Debug Engine (UDE) from PLS, are 
crucial for successful test execution and deter-
mining the code coverage on real target hard-
ware by means of instrumentation or trace. 
Th is is because in the instrumented case, the 
target memory, which contains the data for 
the coverage calculation, must at least be read 
out by the debugger. For the trace-based solu-

tion, the debugger even uses the entire trace 
infrastructure on the chip.

For tests on real hardware, tight coupling 
between the debugger, which of course 
enables the actual access to the target system, 
and the test tool, which takes over test case 
management and the test documentation, is 
of essential importance. Only in rare cases do 
debuggers also off er complete project man-
agement for the test. Test tools, on the other 
hand, oft en lack suitable possibilities to com-
municate directly with the target system via 
the debug interface. Modern high-end debug-
gers, like the UDE, therefore provide an auto-
mation interface for the tool coupling. Th at 
interface allows test tools to utilize the debug-
ger functions for controlling the target system 
and for reading out the target state as well as 
manipulating it.

In the case of the UDE, this interface is based 
on the Component Object Model (COM) 
from Microsoft . For a long period of time, 
COM has been established as the de facto 
standard in the world of Windows. Even 
Microsoft  itself off ers a large part of its newly 
added Windows functions via COM interface. 
Th e object model of the UDE encompasses 
almost all functions of the debugger such as 
fl ash programming, run control, reading and 
writing of the target system memory contents, 
trace data acquisition and analysis, and of 
course also code coverage. Th erefore, via the 
said interface, with the UDE it is possible to 
establish a tight coupling to test systems of 
diff erent vendors and thus build a complete 
tool chain for testing on real hardware. Fur-

thermore, COM off ers the major advantage 
that it can be used with a very large number of 
diff erent languages. Th ese include C, C++, C# 
and other .NET languages as well as scripting 
languages such as JavaScript, Python, Perl and 
VB Script or Windows PowerShell. Th erefore, 
the UDE can also be automated by the users 
very easily and controlled remotely via own 
scripts without the aid of a test tool.

As is already known, instrumentation of 
the executed code is not really advisable for 
obtaining code coverage in safety-critical 
applications or systems with high real-time 
requirements. For most of these cases already 
mentioned trace-based solutions are inevita-
bly used. Also for this the automation inter-
face of UDE off ers appropriate functions. For 
example, if UDE is controlled by a test system 
the recording of trace for code coverage can 
be enabled already during the confi guration 
of test tasks within the test tool itself. Th e 
other settings for code coverage are subse-
quently made in the debugger itself, as follows.

Used coverage level: here it is possible to 
choose between statement coverage and 
branch coverage. For both levels, the cov-
erage can be calculated solely based on pro-
gram trace and from debug information of the 
application.

Accumulation of sequentially performed 
coverage measurements: if multiple runs are 
necessary for testing all functions of an appli-
cation, for example because the trace memory 
is not suffi  ciently large for the coverage, an 
accumulated calculation of the code cover-
age for all runs makes sense. In this case, the 
results of the individual runs are then com-
bined to form an overall result.

Settings for report generation: depending on 
the user needs, separate reports for all func-
tions tested or an overall report can be gen-
erated. Furthermore, it is possible to defi ne 
basic things such as fi le name conventions or 
locations for the respective reports. 

All settings can be done by the user directly 
via the user interface of the debugger. In addi-
tion, they are also accessible via functions of 
the COM-based automation interface. Th e 
code coverage can thus also be used by third 
party tools or by own scripts. Modern high-
end debuggers, like the Universal Debug 
Engine (UDE) from PLS, play an increasingly 
key role in this close interaction of diff erent 
components and tools. Th anks to a wide vari-
ety of COM-based internal functions of UDE 
for example, virtually all settings can option-
ally be made via third party tools or via own 
scripts and there is nothing else standing in 
the way of fully automated testing including 
documented test quality. n

Figure 2. By means of trace, the code coverage achieved can be determined in parallel with the 
actual testing. Th e reports generated from this serve as proof of the test quality.




